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ax#l, ¥rmX @axiOmX - Sep 27, 2019 .
EPIC JAILBREAK: Introducing checkm8 (read "checkmate"), a permanent
unpatchable bootrom exploit for hundreds of millions of iOS devices.

Most generations of iPhones and iPads are vulnerable: from iPhone 4S (A5
chip) to iPhone 8 and iPhone X (A11 chip).

axiomX/ipwndfu

open-source jailbreaking tool for many iOS devices
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GitHub - axiOmX/ipwndfu: open-source jailbreaking tool for many iOS ...
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5.2 Booting a secure system

One of the critical points during the lifetime of a secure system is at boot time. Many
attackers attempt to break the software while the device 1s powered down, performing
an attack that, for example, replaces the Secure world software image in flash with one
that has been tampered with. If a system boots an image from flash, without first
checking that is it authentic, the system is vulnerable.

One of the principles applied here is the generation of a chain of trust for all Secure
world software, and potentially Normal world software, established from a root of trust
that cannot easily be tampered with. This 1s known as a secure boot sequence. See
Secure boot on page 5-6.

(From trustzone_security whitepaper)
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Figure 4 — Boot up flow
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WM L: imagelNEIT, & AEAEimages 44 18 5 1 +25 44 12 5 I R BUR fEArT
B FGimage AR RN, SRR MRS
R A R K] /& storage ™ fJimage FJ BE /& JEiXimage)

ZE—NIEA. preloader X write-where-what 7] &

#ifdef MTE SECURITY SW SUPPORT

ret = get_part_infe ((ud8 *)part_hdr, smaddr, sdsize, fmods, 1): ms = get timer (D) ;
if (ret) { if (img auth reguired) |

pal leg err("[%s] image doesn't exist'n", MOD): sec_malloc buf reseti);

return ret; ret = gec img auth init (cur part name, part hdr->info.name) ;
1 if jret) { - - - -
pal log err ("[%3] cert chain vfy fail...'n", MOD):
ASSERT (O) ;

}
#ifdef MTE SECURITY ANTI ROLLEACK
ret = sec_rollback check (0]

if (ret) {

pal log err ("[%3] img ver check fail...'n", MOD);
B ASSERT (D) ;
if ﬂD == {ret = hlkdet_read{hdev; src, dsize, (uUZ2”) maddr, part—>part_id}}} { } A
if (addr) ‘addr = maddr; fendif]
if (size) *size = dsize; ! 3
} ms = get timer (ms);
pal log info ("[%3] part: %3 img: %3 cert viy(id ms)\n", MOD, Cur_pa

#endif

-
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#ifdef MTE SECURITY SW SUPPORT

ret = get part info( (u8 *) part hdr, imaddr, &cdsize, cmods, 1) e ms = th timer(ﬁ];
if (ret) { - - — if (img auth reguired) |
pal log err ("[%3] image doesn't exist'n™, MOD): sec_malloc buf reset|):
return ret; ret = sec img auth init(cur part nams, part hdr->info.name) ;
} if jret) { - - - -
pal log err ("[%3] cert chain vfy fail...'n", MOD):
ASSERT (O] :

}

#ifdef MTE SECURITY ANTI ROLLEACK

ret = sec_rollback check (0]

if (ret) {
pal log err ("[%3] img ver check fail...\n", MOD):
ASSERT (O) ;

}

#endif]

- }
if { == {ret = hlkdet_read{hﬂevJ sro, dsize, (U maddr, part—>part_id}} } { ms = get timer (ms);

if (addr) %addr = maddr: pal_laq;Infa("[%s] part: %s img: %s cert viy(sd ms)'n", MOD, cur pa

if (size) *size = dsize; Hendif

" ' et ' ' .
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HEAF B X

Attacking Nexus 6 & 6P Custom Bootmodes

Roee Hay & Michael Goberman
IBM Security
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AT PR AR AE R L% ? ——download mode

AR RIS O ORI Beese P A8 TR 2t secure bootH (% 0y 3 X, U
preloader, Ik&, KX XS T 2B M mE, mwEasd, &g,

AT RR R R, —8) RS IR — AN RikE )18 12 — —download mode.. IXMEA— ML f
bootrom[I X BY F preloader 58, @it usbEuartBhisCREFiflash tool5s, 58L& imagefEfa. mIALSE
SERCRUL o ERXAE TR E il b command B AR T — AN B i 1H
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JiA1: secure elfEE A HAT

IDAESE
download# = T B P NM4r54K Fllcommand :

CMD_SEND _IMAGE:
BNk B i flash tool B4 Eimage fE IAEYIFE N AF A, Al4lk.img, teel.img, boot.img
% F AN image 128 44 IR 5 5

CMD_BOOT_IMAGE:
B 24 Eimage VI HE N FE AL AT

CMD_SEND_IMAGE + CMD_BOOT_IMAGE# 1] LA 58 fel3 N ACHE AT B AT
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TiA2: Zeidwrite regionfry, AER N A7 LS #lE

IDAESE
download mode F{F1E P MF#EH I command: CMD_READ, CMD_WRITE

CMD_READ: iJ LA T B URF e VDB AP HBIL (R a2 s BRI 9 A7 B ik Jybase_addr, BRI RN
length, base_addrflllength}? Hiflash tool#% il . EELHX 3 A E e 18 1 usb P i3 A% i £)flash tooli -

CMD_WRITE: A] L T M5 € VB WAL E AN S EAYIEE N FHEE Abase_addr, 5 AKE N
length, base_addrfllength3 fHflash tool#% . E2 5 AW 18 i usb B X Hiflash tool &% £l pci »

A T ARIECMD_READ, CMD_WRITEF&& R BE1 5 R € YL N TE, base_addrflllength?) 2 #5% [R &
7—‘_‘/'\ E%$‘¢: struct :F'Egiﬂp {

unsigned int start:
unsigned int size;

<

static struct region g read whitelist[] = {
{RGU_EASE, 0x1000},
{USEDL FLAG 0x4},
{DEMINFO_BAEE, 0= 1000}

I}:

static struct region g write whitelist[] = {
{RGT EASE, Oxl000},
{UEBDL FLAG, 0=4}

b2
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A * check whether region 1 in in region 2 */

N=N N unsigned int |5_|n_reg|ﬂnistruct region *regionl, struct region *region2)
I 2 A {

unsigned int im = 0O;

if ((regionl->start >= region?->start) &&

(regionl->start + regionl->size) <= integer overflow
(region2->start + region2->size))
in = 1;

return in:

}

int WhitEliSt_EhE{:k:US: addr, U3Z len, U3Z is read)
{

base_addr=RGU_BASE; unsigned int i = O;

unsigned int whitelist size = 0;
Iength=OXffffffff, struct region region;

region.start = (unsigned int) addr;

region.size = [(unsigned int)len;

if (is read) {

wﬁftelist_size = sizeof (g_read whitelist) / sizeof(struct region):
for (i = 0; i <« whitelist size; i++) {
if (1 == is in region(éiregion, g read whitelist + i))

return U;
}

} else {
whitelist size = sizeof(g write whitelist) / sizeof(struct region):
for (i = 0; i < whitelist size; i++) |

if (1 == dis in region(ir=sgion, g write whitelist + i))
return 0O;

}

return -1:

} « end whitelist_chec
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HoAth I -
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Fastboot mode T~ f*J) 1 %€ il Ay 2 -

Fastboot mode & LKHATHEX 1 — M- kmode, tmode R ] LLIHATRINL. fREH 8 1E .

urrf 33 N\ Fastboot mode:
FHLHA A4 2 2H & #2 5 # adb reboot bootloaders;

| HERAESH H O lcommand BE IR T SEE,  EL AN E WL g dian &

fastboot oem unlock;
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HEFF I —1RIX RIS, T ]fastboot e fill £, [r] 2 -

fastboot oem vuln:
Android Bootloader Vulnerabilities in Vendor Customizations

Roee Hay
Aleph Research, HCL Technologies
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Android | LI B A — — 15 & i B

Android Ny T T KA AT RINLAFEAE, LTI 7 —4 “807 (Bt o A RaE: Lock,
UNLOCK.

LOCKIRE T LKR B B In#boot&s: 2y X I 2= %f image i 4% I 25 4 K0, ReEIE R4 A4 < 1E % B 5.
UNLOCKAIRZA T : LKR EHI B INZboot s 73 [X B A XTlmageﬁﬁl[*%&B”\, AGMIRTI LLIER B3, FrbL, FRAD
A] PAZEUNLOCKIR 2 T il =6 15 48 ) android 2 4t ) X il 5

B IR RR EL ?

mt8768 17 ITE | seccfg/r X H1, it md5+aes % ML T — 2R (aes HF R BAE—H—%
M2 FAE—HNL—%, WA 24, &NALA7Eel0 T rooth fR B #: Hseccfg /i [X, MBI ;
seccfgy X f#fEwrite protect;

R -
fEemmcl )il X h B “B17 R, “B17 ERASA R KA IR
Z?TE%DEI’J%&F@‘Iapl, FESRIPARAS AT BE I RITE DL T AT ELE 1) H apifif 6
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Android il H1 1 BRL A — — 15 £ fift B

B2 “B” SEIR?
“Oi” {5 BALTHAERPMBH (Replay Protected Memory Block) , {5 5877 EIHITEARE (trust of
root 1) , BLUREHBZFLRWIEN SR BEZIE. T EtrustzoneZ 5.
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